
Security Cheatsheet #1 10 · Introduction to cryptography .

-

SimonVie 2004
.githb . is * Confidentialityy Integrity· Authenticity: · Correct,

Efficient
·
Secure

⑤ Threat-Model : Ciphertext only/CPA/CCA/CPCA .

*: CCACPA

1.Security Principles. 11. IND-CPA Game-

# Choose len (Mo) = len (Mi)
·

Can't guess C = CorCh
· Pr(success) = + o(z)

· know your threat model · Consider human factors
.

· Security IS
S

economics.

· Detect if you can't prevent· Defense in depth 12 .
One time-padding

· Least privlege · Use fail-safedefaults · Separation of · Reygen1) =-> n-bit key ; En((K, M) = KPM : Deck, C) = ROC

responsibility. Ensure complete mediation - unbypass able Prob lem : knows Moxorm , if Ki = 12 = not IND-CPA if Kicke ;

-

· Shannon's maxim : Lenemy knows whole system) · Design security
random is expensive ; key exchanging

from start 13 . AES
,

ECB
,

CBC
, CTR & CFB

.

from real random nums) .

2. x86 ASM
,
Call Stack. · 1

.

AES : looks like random permutation ; can't tell diff in distinguishing games

· Endianess : Rep of OxOHOBOCOD CDOCOBT NOT IND-CPA (deterministic).

->
mem addr ++

Key = 128 / 192/256 ; Block = 128 bit

· Inst : op ,
suc,

dot ; $constant; % register leax-edx, esi
,

edi)
2. AES-ECB : AES on each block

Encryption : P1 P2 P3 Decryption :
22

· stack frame : [esp ,
ebp).e eip = p+ +

3 HES-CBC : IND-CPA Secure : Use

DR DCi = Ev (Mi ⑦

·Stuck layoutmemorysequenade arrestruct :

(-)
Mi = Du((i)

mempr)/ (Not parallable
· Calling convention 4. AES - CTR

< Encrypation : NO No1 NO 2 Decryption : NOO N81 NO2

main main's stuck
& & & & &

for

!1push asinsesa / Ci = Pi
= Enck- EncK- Enc Pi = Cit R= Enck= Enck-Enc

3 . update eip ->3pushpeip la
Enc(Nonce ↓ ↓

4.push old ebp(stp).

->push % ebp e EnchanceS PIPL OCTR) Cl

+ CLT
Encrypation :! 6. update esp- sub $%esp local #1 I - EnCins Depi R-EndN7. execute function esp -> local #2

Ci = Di Pi = CiEnc((in)
8. update esp-mor %elpesp

-1 i C o P2

5. update elp-mor % esp telp ebp-stp of

~ sej

I 5. AES - CFB
.

① Ci-1

In

creaker).

9. restore stp-> pop tebp
eip-code of too 6 . Rey - Reusing : Leaks some info for CBC ; catastrophic for CTR.

10. restore rip-> pop % eip # ret
(can start with same blocks

11 , remove args from stack code of main X 14.
Hash

Properties : 0 . One-wayness : hard to find x S.t . H(X) = y ·

(E .g . Hex) = 42

3.Buffer overflow 4. Integer overflow attack 1
-

is not one-way

void func (in+ len, ... ( vid func (size-- len (
② Collision-resistant : hard to find x s

.
t . H(x) = H(x)

,
X +X

Char but [64] char * but malloc (len + 2) . Eg . HX) = x is collision resistant (birthday problem

Iout I
if (len > 04) ↓ Remark : only need 2 tries to collide n-bit output

return

memapy (but
,

.. ). (en + 2 = 1
2

. Examp les of hash : MD5 (128 bit)
,

SHA-1 /Completely Broken). (160 bit

causing heap overflow !
SHA-2 (Vulnerable to length extension

,
ACMUM's

3. exploiting gets (buf) . signed comparison !
SHA-3 (Secure now).; SHA213 both 2561384/512 bits

exploitation : /en = -1

5.Format string attack 7. Off-by-one attack
return return

3. Hash SOMETIMES provides 1

Bytes -11 from from

deadbeet NIA stp of mainpo 44 rip of vulnerable
... ------ esp ? abp

I % 94c I
Input/Consumes / printed

I
rip of main

I
current-> Vulnerable -> main

% C % C
·aaengt ↳

1x44 Ixcd Iff lbf zebp AAAA

> Oxdead beef T
--------esp"

S We
Char but to

Oxdeadbeet(ake Rmain esp. -b,
-

but larg of printf( => argoChar str) * Code: void vulnerable()rip of printf
stp of printf *Code : printf (buf) Char name [20] ;

... fgets (name , 21
.

1 , f) ;

6. Utable overflow
* Fix : correctmay to call fgets : 3

instance of y bytes Read : Fgets (but ,
I, sizeof (but) - 1

,
+ 3

I addr of is viable· but [bytes Read] = "10"

S addr of SHELLCODE &

1 SHELLCODE I

8. Mitigating memory vulnerabilities.

1. Safer language.
(C#, Java) 2

.

Safer function calling (fgets) 3
.

Stack canary
4. Non-executable Pages (WYX

,
DEP . ) J .

PAC (E.g .
for x64, Use high 22-bits for MAC)

6 .ASLR 7
.

Run-time check/monitor code behavior/run in sandbox

9. Subverting Mitigations .

9.1. Return-to-lib Cagainst Deps 9. 2 ROP Programming (against REP)

...

& Str= "rm-of/* "

1
for Ho:It

2

I & str I stp of main I addr of foot 10 I --

< bar + 25 > : inst 2BBy rip of main

addrotbart25e-ebp <bar + 30) : ret(modified !!)

result : execute inst1 ,
inst2
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for

for

htegrity (if everyone knows correct hash) .

15.
MACs .

1. EU-CPA : existentially unforgeable : can't forge tag without key .

Game : Mallory = Alice F(Mi
,
Ti) ; Mallory -> Alice M

. T 'where M' + Mi

2
.
NMAC : KeyGen() -> Ki

,
K2 (n-bits ,

same as output length) .

NMA ( (R,, (2
.

m) = (K, 11 H (K2
,
M() .

EU-CPA Secure if RitR2 and It is secure .

Intuition : use I hashes against length extension attach

Lotherwise ,
can know NMAC (MIIM') ,

not EU-CPA secure-

3.
HMAC : First compute .

K' = \IKifKistool teShort (careful !

R can't be too short)
Output H((K'llopad)11 (k'llipad) 11 M) .

30x5C 30x36 - repeateduntil issan see

4. Properties : Integrity Yes, No authenticity ,

Not IND-CPA Secure
, Usually leaks information (HMALs DONT).

16 . Authenticated encryption
1 .

Enc (K1, M) and MAC(K2 ,
Enc(K , M)) .

V Good.

2. Enc (K
.,

M11 MACCK2, M)) -> allows side-channel attacks !!!

3. Don't reuse keys .!

17
.
PRNGs.

1. Properties : deterministic
, computationally indistinguishable from tre

randomness (consider distinguishing game ! Pr(success) <+Th

* can't inter future output by previous ones

* Roll back resistance : knowing PRNG's internal state
,

can't

inter previous output.
9

.
3 MISC (retzret

, ret2pop
2. functions : Seed (init) ; reseed (add entropy) ; generate.



3. Example1 : CTR-DRBG ·
- a random bits

. 22) 3. Trust- Anchor (CA)
.

Gen( :
-> En(IV112)/En(IV 112) 1 - /En(IV11 ceil 1. certificate : Identity + Pub key.

example : suppose Eve is trust anchor .
(trust PRE) .

NonceO o o= valid CA : ( "Bob's public key is PRB"JSKE

↓ ↓
abbreviation : encryption: [ "Msg" Spa ; signing: "Msg" 3 su

Output 1 Output 2 output 3
.

2
.

Trusted Directory : from where to get anyone's public key.

4.
HMAC-DRBG , Suppose everyone knows PKTD.

Seed (5) : K : = 0
,

V: = 0 .

; Reseed (5)
Problem : Scalability + Single point of failure.

Reseed IS! : K := AMAC (K, VIOx0IIS)
,

V:= AMACLK, V). Solution : Hierachical Trust.

K : = AMAC (R, VIIOXOIIS)
,

V:= AMACLK, VI.
Problem : Revocation

Generate (n) : while Ien(out) < n : [V:= HMALLK, V) , Output += V > Solution : Expiration Date + Certification Revocation List (CRL)

K : = AMAC (R, VIOXOOIIS)
,

V:= AMACLK, VI. *: Shorter exp dute
,

shorter CRL ! ).

3. Another method : Trust onFirst Use (example : SSH Fingerprint (

Example application : unid
Never allow pub keys change (warn if it does) .

5. Stream-Cipher (example : AES-CTR ; supports seeking) .

24 Password Storing
Alice- > Bob

1 .
Store hashes : Problems : can see which user use same puds.

IV IV

Can't prevent dictionary attack /common purd hashes) .
↓ ↓

Seed (KII IV Seed (K I/ IV) ·

d d Solution : hash (pwd,
sult).

Generate(h) Generate (n) . Proof : Suppose M puds,
Nusers.

---- p . menck).

who salt : hash all possible prod & lookup N hashes
.

OCMUN

Problem : may lose randomness if too much bytes encrypted . ( > 2*
With salt : hash each salt's prod = OCMN) .

2. Use slower hash functions ,

10
.
Diffle-Hellman Key Exchange Offline attack prevention : Slow + salted . functions . (Argon 2 Key (

Alice Bob Properties : forward secrecy Online attack prevention : time-out defences.

lif a
,

b
,
1 are discarded after use ?

Gena , gamod p
b, gsmodp

Problem : MITM Attack 25 . MISC Supplemented.
Gets gabmodp
T

gabmodp .

(Alice i Mallory its Bob .
1. fread (void * pr,

size-t size
,

sizet nmemb ,
FILE * stream) .

- -

Extension : ECDI (elliptic - curve DH
,

harder than discrete log problem) .
* No "10" is filled

element size element num

384 bit ECDH ~3072 bit DHE
2

. fgets (char * Str
,

intn .
FILE * Stream) : read n-1 Bytes + Gill "10"

19 .
El Gamal Encryption. 3. retIret : Panter

Reygen() : Bob - b
,

Pub key gb mod p.
attack Cuse perfect pointers

pointers
!Be

↑

vezporchfloverwrite

Enc(B
, M) : Alice + r

,
R = grmodp ,

Send : (C = R
,

C = MxB"modp) .
perfect

Dec(b, C
,

(2) : Bob = (2xc ,

- 3
= MxB

*
xR

=
= Mmod po

6. retLeax attach
Problem : malleability (can be tampered with) . 5 - jump Desp.

attach suppose eax can be

20 . RSA Encryption . cobjaumpo esp)pe witter by stingMinegrep &

· Key Gen() : Random choose p, & ; test if prime ; disas) espe

Calculate N = pp = [248
,

4096] bit length.

Choosee (relatively prime to (p-1) (p-1).)
.

compute = e "mod (p-(4-1) (Extended Eculidean

Pub Key : N
.

e ; Priv Keyi d.

· Encle,
N, m) : Memod N// Decid, c) : Cdmod N

· Correctness Prof:

2. . Chinese remainder X =ymodp, ymode - X=y mod pp

8 ap" = 1 (modp) (Fermat's Little (

· Med = Med-M = Mapp
- "

M = M
***"

M = 1 x M = M

③
,

Euler's thm : a) = 1 (modN) .

if N-prime, Y(N) = N-1 (Ferments little thm) .

N2pq , y (N) = <p+ ) (q-1) .

· Notice ed = / (mod Y(N)) => Med =MKON = M

· RSA Problem : Given N & MemodN
.

hard to find M

Best solution : factor N
. exponential time

· Remark : RSA is deterministic .
Must use RSA-OAEP .

= IND-CPA
secure.

21 .
RSA Signatures

· Sign (d
, M) = H(M) ·mod N ;

Verify (e .
N. M, sig) => return.

H(M) == sige mod N

22
. Tampering with Pub Key Distribution

Alice Mallory Bob
,

RearPKms-PKm> PUB = PRB
,

SUB

Send [M]prim- > <My prem
SM3pUB - Decrypt SM/pRp


